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Abstract: The relentless technological development has far-reaching implications for al-
most every area of life. Fast and unlimited access to information, the remote establishment 
of interpersonal, business, and financial relations, including rapid money transfers, are only 
some developments. The development of new technologies, apart from many advantages, 
brings with it many risks. These threats include criminal activity on the Internet. It is aimed 
at obtaining financial gain. This type of criminal activity involves financial and cyber as-
pects, which causes many problems and challenges in law enforcement detection activities. 
Law enforcement activities must consider collecting and analysing vast amounts of data, 
which reach gigantic sizes and capacities.  We describe an example of the application of ar-
tificial intelligence solutions in conducting financial investigations in this article. This work 
is a contribution to law enforcements agencies pragmatics. The publication shows the role and 
place and potential of artificial intelligence in combating financial crime.
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INTRODUCTION

Rapid technological development characterises the social and economic develop-
ment observed in Poland, Europe and worldwide. This is a sign of our times. Faster access 
to information, able to talk far a distance, the remote establishment of interpersonal, busi-

1   p.olber@wspol.edu.pl
2   w.warczak@wspol.edu.pl



Paweł Olber, Wojciech Warczak528

ness and financial relations, including rapid money transfers, are just some manifestations of 
this development. Electronic devices designed to perform to our needs surround us, and (via 
the Internet) we can control these devices, even from the other side of the world. These solutions 
make life easier, but they also carry risks. We are operating on a virtual network, what means 
that other Internet users unknown to us may also have access to information about us. Their in-
tentions will not always match ours, and they are often illegal. Criminals aim more often 
at obtaining financial gain. They often do this using the Internet. The preference 
of perpetrators for remote forms of relations with victims is not accidental and creates problems from 
the detection side.

From the point of view of law enforcement authorities, in this case, we are dealing with the combine 
of financial and cyber aspects of criminal activities. This has specific negative consequences for the 
effectiveness of the state in citizens and obliges to take measures aimed at solving the identified prob-
lematic situation.

This paper presents the possibility of using machine learning algorithms in automat-
ic analysis of financial data sets, necessary from the point of view of combating econom-
ic crime. In this paper, we present an example of a financial dataset, which was subjected 
to preliminary analysis. The article presents the results of preliminary analytical activities 
and describes learning and evaluating the model together with optimisation. We will describe the re-
sults at the end of the article. The code used in the study is available on GitHub: https://git.io/JCgCK. 

We first described the major challenges for law enforcement agencies in combating finan-
cial crime, highlighting the problem of analysing financial data sets. Then we described 
the sources and types of financial data, including bank data and sets of financial transac-
tions. For this article, we have used a set of crafted data, which we have subjected to prelim-
inary analysis. We then carried out supervised learning and evaluation of selected classifi-
er models together with optimisation. Following the research part, we presented the results. 
We conclude the paper and discuss future research directions and existing limitations. 
The paper ends with conclusions. 

MAJOR CHALLENGES FOR LAW ENFORCEMENT  
AGENCIES IN COMBATING FINANCIAL CRIME

Financial crime (committed in both the virtual and real worlds) mostly involves frauds, 
which accounts for the vast majority of economic crime (Ministry of Internal Affairs and 
Administration of the Republic of Poland, 2017). The manifestations of such activities 
are excessive, ranging from tax (treasury), financial, investment, para-banking, sales or ac-
cess to service fraud, and their number and role are constantly increasing. Over 199,000 offenc-
es were recorded in Poland throughout 2020, up from 188,000 in 2019 and 181,000 in 2018, 
with a steady decline in the detection rate of offenders (Polish National Police, n.d.). It is not 
just the number of incidents that matter. Important is the increasing extent of organisation 
of the perpetrators. They use the latest technological solutions, as well as precise iden-
tification of the demand side (the most popular social needs), and thus the perfect ad-
aptation of the used mechanisms to the victim (Nepelski & Struniawski, 2017). From 
the point of view of investigative institutions, this poses an increasing challenge, especially 
in establishing the mechanism of perpetration (modus operandi) and, above all, the identity 
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of the real beneficiaries of the crime (persons with significant control). Using modern tech-
nologies ensures anonymity of criminals and the rapid and remote transfer and hiding 
of funds. Thus, we are dealing with IT (technological) tools and with financial instruments. 
Law enforcement authorities intend to gather a full range of evidence in these types 
of proceedings. This has to aim at achieving the objectives of criminal proceedings: 
the detection of the perpetrator of a crime, the disclosure of the circumstances of the crime, 
and securing the interests of the injured party (Criminal Procedure Code of the Republic 
of Poland, 1997). In ongoing cases (operational and investigative) concerning financial crimes, law 
enforcements collect at least the following datasets:

-- Call Data Records (telephone records, e-mail addresses, IP logs)

-- financial data (bank accounts, information from payment service providers, information from tele-
communications operators)

-- open source data (from public databases and registers)

-- closed data records (information and data got from entities and institutions within 
the framework of exercising rights to get information for conducted activities/proceedings).

Proceedings involving the activities of organised criminal groups (tax evasion, money laun-
dering and larger-scale fraud, there are usually investigations related to organised crime 
groups), tax evasion, money laundering and fraud on a larger scale, proceedings usual-
ly last for several years and the amount of collected data sets and information (in paper and 
electronic form) reaches gigantic proportions and capacities (Leehealey & Chirgula, 2019). 
If we also consider the variety of formats of these data (telecommunications or finan-
cial operators are not obliged to make data available in a homogenous format), it is easy 
to conclude that the possibility for investigators to effectively analyse data in such cases, 
has long been exhausted. This may generate dangerous results, as the lack of support of 
law enforcement agencies with advanced technological tools may cause a further decrease 
in detection efficiency and ultimately a decrease in the level of public confidence in state structures and 
internal security (Ministry of Internal Affairs and Administration of the Republic of Poland, 2017).

SOURCES AND TYPES OF FINANCIAL DATA

Financial data is a rich set which contains information on specific transactions, the send-
er of the payment, the addressee, the amount, the title, the time of order and the execution of 
the transfer, the currency, the transaction identifier, the addresses and entities). In a broad-
er sense, financial data also include personal and company data (so-called registration data) re-
lated to the account holder and online data (related to logging banking and remote ordering 
of payments). Banks and other payment institutions collect these data in an electron-
ic format, and then in justified cases transferred to allow institutions for criminal prosecu-
tion. According to information established by the authors based on data from the records of 
the Polish Financial Supervision Authority, the number of institutions, entities and compa-
nies which conduct official and legal business involving the process of financial data is over 2,000 
in Poland (Polish Financial Supervision Authority, 2021).
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We can divide the sources of financial data by the category of entities that collect and process them. In 
this context, we distinguish between:

-- bank data,

-- non-bank data (payment service providers, investment entities, lending companies).

BANKING DATA

A major obstacle to rapid analysis of bank data is its diverse format and quantity. Col-
lecting this material to a common denominator is time-consuming and requires involve-
ment and work of many officers. Financial data derived solely from the banking sys-
tem may be in paper form or in various electronic formats in unstructured form. Below 
is an example of such bank data in text format.

Figure 1. Example of bank data in text format

There are examples of cases of financial fraud, connected with money laundering 
of cross-border nature. These cases concerned several dozen bank accounts (including for-
eign ones) and contains data on several hundred thousand payment operations. In such cir-
cumstances, it becomes necessary to provide technological support for investigating au-
thorities with tools for quick and efficient data analysis. The purpose of these tools may 
be to identify and block suspicious financial transactions.
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DATASET OF FINANCIAL TRANSACTIONS

Showing the potential of artificial intelligence solutions to support law enforcement agen-
cies in combating economic crime requires an appropriate dataset. Open collections 
lack information on real financial transactions. Therefore, for this article, the authors of the 
publication used a set of prepared data available through the Kaggle service. In selecting 
an appropriate dataset, the usefulness and transparency of the information guided the au-
thors. Many of the datasets reviewed contained anonymised information, which did not allow 
for comprehend of their nature and the links and relationships that existed. Thus, given 
the purpose of this article, the authors selected a well-described dataset: Ecommerce 
Fraud Data (Rastogi, 2021). This set comprises two files: Customer_DF (1).csv 
and cust_transaction_details (1).csv, containing information about commercial transactions 
on the Internet. The authors conducted further research activities related to the dataset 
in question in the following order:

-- data analysis and preparation;

-- learning and evaluation of models;

-- optimisation. 

DATA ANALYSIS AND PREPARATION

We carried out the data analysis and other stages of the research activities through 
the Google Colab tool, which allows writing and run Python code in a web browser. 
To process the dataset, we used the libraries Pandas and NumPy, with which we read 
the structure of the files:

Figure 2. The structure of the file Customer_DF (1).csv 
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Figure 3. The structure of the file cust_transaction_details (1).csv

In a further step of the research activity, we deleted from each file the columns: Unnamed: 0, which 
contained redundant indexes. Then we merged the files and create a single dataset with the following 
structure:

Figure 4. The final dataset
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The following steps of the analysis included checking the dataset for missing values. We have found 
no blank cells in the dataset. The initial analysis of the data produced information that was subject to 
further in-depth analysis:

Figure 5. Initial statistics

The following steps included a more detailed analysis, which showed that the dataset con-
tain 453 suspicious transactions, out of 819. A further step involved checking the data recorded 
in the various columns against suspicious transactions, including consumer email address-
es, telephone numbers, payment methods and payment service providers. While performing 
the analysis, we developed a chart of transaction amounts concerning payment methods, including 
credit cards, bitcoin, Apple Pay and PayPal.   

Figure 6. Amount of transactions in relation to payment methods
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The box plot shows customers made payments in higher amounts with virtual currency. This 
graph shows that in this case the data are more scattered than in the other cases. On the oth-
er hand, customers carried the highest number of transactions with payment cards, as shown 
by the following figure No. 7. To understand the graph, we marked transactions carried 
out with payment cards by a circle.

Figure 7. Number of transactions in relations to payment methods.

TRAINING AND EVALUATION OF SELECTED MODELS

To train the prepared models, we defined relevant features with which create dataset: modelling_fea-
ture. The structure of the created dataset is following:

Figure 8. The set of modeling features.
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We analysed the set containing the modelling characteristics to identify and remove out-
liers. Then, we applied coding categories and checked correlations between variables 
by removing the most correlated features. We further used the scikit-learn library and cre-
ated a training set and a test set. We standardised the explanatory variables before learning 
and evaluating the model. 

We should emphasise that with the described data set, we are dealing with supervised learning. In su-
pervised learning, the data provided to the algorithm contains the attached solution to the problem, 
namely the so-called labels. The described in this article contains labels in the Fraud column. The values 
in this column allow the identification of suspicious transactions. The classical task of supervised learn-
ing is the so-called classification. Classification makes it possible to predict class labels in recent occur-
rences based on past observations. With the financial dataset, these will be new payment transactions.

To solve the problem of classifying electronic payment transactions, we used the following classifiers: 
SVC, Linear SVC and k-Nearest Neighbours. The accuracy, precision and sensitivity of the first two 
classifiers was 100%, which was confirmed by model validation. The k-Nearest Neighbours model got 
the following results:

-- accuracy: 0.9329268292682927%,

-- precision: 0.9529411764705882%, 

-- sensitivity: 0.9204545454545454%. 

OPTIMISATION

To optimise the k-Nearest Neighbours model, we performed a model parameter search process using 
the GridSearchCV() method. The got grid of parameters allowed to increase all parameters of the 
k-Nearest Neighbours model to 100%. 

CONCLUSIONS

In about growing globalisation and dissemination of technological solutions, one chal-
lenge is development and genuine support of state authorities in realizing effective investi-
gative activities. Identification of perpetrators of economic crimes is painstaking work. This 
work requires recognition of the mechanism of the crime (modus operandi), disclosure 
of sources of evidence, and effective collection and proper interpretation of an enormous amount of 
various data sets. Financial data are among the most important evidential and detection data. It is 
necessary to provide law enforcement agencies with technological solutions, which will significantly 
accelerate and improve data analysis. Among the most promising are solutions from the area of arti-
ficial intelligence. 

This publication is illustrative and shows that machine learning (as an area of artifi-
cial intelligence) applies in the automatic in automated analysis of financial data. However, 
this topic requires further detailed research based on real and good quality financial data sets. 
Certainly, the quality and quantity of data, alongside other important elements: the number 
of variables, model parameters and the type of problem, is an element that affects 
the effectiveness of models used in machine learning.  
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