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ABSTRACT

Objective: The objective of this study is to present the institution of armed security guards (ASGs) in
Hungary, to trace its historical development, examine the evolution of protected assets and facilities,
and analyze the legal, organizational, and technological framework that defines its operation. Special
attention is given to the role of ASGs in the protection of critical infrastructure, public utilities, and
other facilities of strategic importance to the functioning of the state.

Approach: The paper applies a descriptive and analytical approach. It relies on Hungarian and in-
ternational academic literature, statutory regulations, and professional guidelines related to law en-
forcement, risk-based security, and critical infrastructure protection. Technological development is
examined in direct relation to the operational tasks performed by armed security guards.

Findings: The analysis shows that armed security guards constitute a unique hybrid institution within
the Hungarian security system. Although they operate under civilian employment conditions, they
perform public security tasks requiring the lawful use of force and advanced security technologies.
Their effectiveness depends on the coordinated operation of manpower, legal regulation, and integrat-
ed technical protection systems.

Value: The study highlights the need for legislative modernization, coherent training and continuing
education systems, and sustainable financing models. It also emphasizes the importance of civilian
control, transparency, and accountability in maintaining legitimacy and public trust in ASG operations.

Keywords: armed security guards; public safety; critical infrastructure protection; risk-based security;
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INTRODUCTION

Security is a social product and a fundamental necessity for both society and the individual. Accord-
ing to Finszter, danger is exclusively a threat that attacks socially protected values, and its origin may
be natural, technological, or intentional human activity (Finszter, 2010). Absolute security does not
exist; accordingly, the objective of security policy is to reduce risks to an acceptable level through legal,
organizational, and technical measures.

The historical development of the Hungarian private security sector provides an important context for
understanding the later emergence of armed security guards. As demonstrated by Rottler and Kovacs
(2022), the evolution of private security in Hungary was shaped by both facilitating and constraining
regulatory factors. While statutory regulation was necessary to ensure legality and professionalism,
early regulatory frameworks also revealed tensions between effective state oversight and operational
viability. This historical dynamic highlights how state regulation has continuously defined the bound-
aries between public and private security functions, within which the institution of armed security
guards later developed as a distinct, state-supervised form of security provision.

Every state has a fundamental interest in protecting state functions, public welfare, irreplaceable cul-
tural heritage, and assets vital to national defense, national security, and law enforcement. Tradition-
ally, these protection tasks have been carried out by the police and the armed forces. In Hungary,
however, a specific solution has evolved: armed security guards perform armed protection tasks while
remaining outside the system of state law enforcement bodies, thus occupying a special position with-
in the national security architecture.

Certain sectors, such as nuclear energy and international air transport, are governed by international
regulatory frameworks that prescribe minimum protection requirements. Within these sectors, nation-
al authorities retain responsibility for determining the organizational form of protection. The Hungar-
ian armed security guard system thus represents a nationally specific and unique institutional response
embedded in an international regulatory environment, rather than an isolated domestic solution.

THEORETICAL AND CONCEPTUAL FRAMEWORK

The functioning of armed security guards can be interpreted within the framework of risk-based
security and critical infrastructure protection. Risk-based approaches focus on the identification of
threats, the assessment of probabilities and consequences, and the proportional allocation of protec-
tive resources (Kaplan & Garrick, 1981; Aven, 2016).

Critical infrastructure protection aims at safeguarding assets whose disruption would have severe
consequences for societal functioning, public safety, or national security (Rinaldi, Peerenboom, &
Kelly, 2001). These concepts are complemented by the notion of civilian control, which emphasizes
transparency, accountability, and democratic oversight over organizations authorized to apply coer-
cive measures (Loader & Walker, 2007; Prenzler & Ronken, 2001).

HISTORICAL DEVELOPMENT OF ARMED SECURITY
GUARDS IN HUNGARY

The roots of organized civilian guarding in Hungary date back to the civil guards established in 1914.
These organizations operated nationwide on the basis of uniform rules and procedures, and their ac-
tivities were strictly bound by law and official instructions (Christian, 2022).
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The institutionalized protection of industrial and public service facilities was established through the
creation of the Industrial Guard in 1953. Operating under the control of the Ministry of the Interior,
the Industrial Guard provided armed protection for nationalized large companies, transport systems,
and energy facilities (Szigeti, 2025).

By the 1960s, the Industrial Guard developed into a nationwide organization and was unified under
the designation of a civilian armed guard. Following the political transition of the 1990s, the role and
legal basis of civilian armed guarding were fundamentally transformed, culminating in the adoption
of Act CLIX of 1997 and its implementing regulation, Decree 27/1998 (V1. 10.) BM.

LEGAL AND ORGANIZATIONAL FRAMEWORK

The establishment of armed security guards is decided by the police, while the obligation to finance
their operation is imposed on the owners or operators of the protected facilities. Originally, only the
police were authorized to order armed security protection; since 2011, this competence has been ex-
tended to heads of relevant ministries.

More recently, a government decree adopted in 2024 introduced additional provisions concerning the
issuance of special personal and property protection certificates, further strengthening centralized
risk assessment and regulatory control in the ASG system.

This regulatory logic is consistent with earlier developments in the Hungarian private security sector.
As Rottler and Kovacs (2022) emphasize, the first statutory-level regulations of private security were
designed to delineate clearly the boundaries of permissible activities while preserving effective state
oversight. These early regulatory dilemmas continue to resonate in the legal framework governing
armed security guards, particularly regarding licensing, supervision, and the balance between public
authority and private operation.

Armed security guards are employees subject to Act I of 2012 on the Labor Code (Mt.), which clearly
distinguishes them from state law enforcement officers. Interpretative challenges arise from the over-
lapping provisions of criminal procedure law, misdemeanor law, and the Act on Personal and Property
Protection (Be., 2017; Szabs. tv., 2012; Szvmt., 2005).

These interpretative challenges are particularly relevant in operational situations involving appre-
hension and detention. While criminal procedure law permits any person to apprehend an offender
caught in the act, misdemeanor legislation and personal and property protection law establish addi-
tional procedural obligations regarding proportionality, necessity, and immediate handover to police
authorities (Be., 2017; Szabs. tv., 2012; Szvmt., 2005).

In ASG-protected facilities, this legal complexity may result in uncertainty regarding the scope of per-
missible action. Consequently, clear internal protocols, continuous legal training, and close cooperation
with the police are indispensable to ensure lawful and effective intervention by armed security guards.

CHALLENGES, RISKS AND CIVILIAN CONTROL

In recent years, the scope of tasks and competencies assigned to armed security guards has expanded
beyond traditional facility protection. ASGs are to an increasing extent involved in the protection of
correctional facilities, border-related infrastructure, and immigration detention centers, where ele-
vated security risks and the potential for violent incidents require enhanced preparedness and clearly
defined operational powers.
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This expansion reflects broader changes in the security environment, including migration-related pres-
sures and the growing need to protect state-managed facilities that operate under exceptional legal
regimes. In these contexts, armed security guards often perform tasks that closely resemble those of
sworn law enforcement officers, while remaining subject to civilian employment status and labor law.

The widening of ASG responsibilities also raises questions regarding professional preparedness and
equipment. Previous professional experience indicates that the effectiveness of armed security guards
in high-risk environments is closely linked to structured command training, regular continuing ed-
ucation, and access to appropriate non-lethal and, where justified, automatic or semi-automatic fire-
arms (Szigeti, 2022).

From an organizational perspective, the introduction of standardized ‘unit set’ equipment concepts,
similar to those applied in police services, may enhance operational flexibility. Such arrangements
allow on-duty shifts to deploy reinforced armament when justified by risk assessment, while maintain-
ing proportionality and legal compliance.

The long-term operation of armed security guards presents organizational, financial, and human re-
source challenges. Operators bear responsibility for maintenance costs, continuous training, and the
provision of appropriate technical resources (IAEA, 2016; IAEA, 2021).

Civilian control represents a key element of legitimacy for organizations exercising coercive powers.
In the case of armed security guards, civilian oversight mechanisms, public reporting, and complaint
procedures enhance transparency and accountability (Vari, 2020a; Vari, 2020b).

From a historical perspective, the importance of civilian control in security governance has already
been highlighted in private security regulation. Rottler and Kovacs (2022) point out that insufficient
transparency and weak oversight mechanisms in the early phases of private security development
posed risks to legitimacy and public trust. These lessons are directly applicable to the contemporary
operation of armed security guards, where civilian oversight remains a crucial safeguard against the
misuse of coercive powers.

OPERATIONAL ENVIRONMENT AND
TECHNOLOGICAL DEVELOPMENT

The scope of facilities protected by armed security guards includes objects of national defense, nation-
al security, nuclear facilities, public utilities, assets of cultural importance, as well as central telecom-
munications and broadcasting facilities. In the 2010s, critical infrastructure protection requirements,
particularly in the nuclear sector, significantly expanded protection obligations (Government Decree
190/2011; OAH, 2022; Act LXXXIV of 2024).

In addition to classic mechanical security elements, integrated electronic security systems play an
increasingly important role. Access control, intrusion detection, video surveillance, fire alarm and
extinguishing systems, and centralized monitoring platforms form the backbone of modern facility
protection (T6th, 2023a).

Criminological research confirms the deterrent effect of video surveillance, especially when cameras
are clearly visible, monitored in real time, and integrated with active intervention mechanisms (Gill &
Spriggs, 2005; Welsh & Farrington, 2008; Vari et al., 2025).
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At the same time, the extensive use of surveillance technologies raises data protection and privacy con-
cerns. In the ASG environment, compliance with purpose limitation, data minimization, and transpar-
ency requirements is essential, in accordance with European data protection guidelines (EDPB, 2020).

The operational effectiveness of armed security guards is to an increasing extent determined by the in-
tegration of technological solutions into everyday guarding activities. Unlike purely private security ser-
vices, ASGs operate in environments where the protection of state interests, critical infrastructure, and
public services requires a higher level of reliability, continuous operation, and regulatory compliance.

In the Hungarian system, armed security guards are typically responsible for facilities where techno-
logical failure or malicious interference (sabotage) could result in severe societal consequences. These
include nuclear facilities, drinking water supply systems, energy infrastructure, transport hubs, and
healthcare institutions (Government Decree 190/2011; OAH, 2022; Act LXXXIV of 2024). Accord-
ingly, technological protection measures used by ASGs must support uninterrupted operation, rapid
detection, and immediate intervention.

Beyond traditional mechanical protection, modern ASG-supported facility security relies on integrat-
ed electronic security systems. Access control and identification systems regulate the movement of
personnel and vehicles within protected areas, while intrusion detection systems provide early warn-
ing against unauthorized access. These systems are particularly important in ASG-protected facilities,
as they allow armed guards to concentrate their physical presence at critical points rather than per-
forming continuous patrols over large areas (Toth, 2023a).

Video surveillance systems (CCTV) represent a core technological tool in the operational practice of
armed security guards. Experience in facility protection shows that CCTV does not function as a stand-
alone security solution, but significantly increases effectiveness when combined with trained personnel
and clearly defined response protocols (Gill & Spriggs, 2005; Welsh & Farrington, 2008). In ASG envi-
ronments, cameras support situational awareness, incident reconstruction, and evidence preservation.

Based on experience in facility security and public-space surveillance, CCTV represents a key element
of physical and technical protection as part of electronic alarm systems. While CCTV alone does not
provide complete protection, its preventive and deterrent effects have been empirically demonstrated
(Toth, 2023a). The effectiveness of surveillance systems depends significantly on the targeted training
of operators and is statistically correlated with operators’ employment status, gender, and age; pur-
pose-oriented training produces measurable improvements in performance (Téth, 2023b).

Both international and domestic research indicates that surveillance systems are most effective when
detection is followed by immediate, ‘active intervention. This approach increases the success rate of
responses, particularly in cases of violent crime, while crime-related effects are not merely displaced
but often diffusely reduced in surrounding areas as well. An evaluation framework can be developed
to measure and compare effectiveness, supporting not only operational audits but also security plan-
ning and system design.

With the rapid proliferation of security technologies, the ‘price of convenience’ is that previously visi-
ble control points may become ‘invisible’ risks. Consequently, in layered facility protection the balance
between user convenience and the visibility of surveillance must be consciously designed (e.g. camera
markings, warning signs, access logging). In the ASG environment, this necessitates enhanced trans-
parency requirements, including purpose limitation, data minimization, defined retention periods,
and, where required, data protection impact assessments (DPIA), in line with legal and ethical stan-
dards applicable to public video surveillance (EDPB, 2020).

In practical terms, this entails the integration of ‘privacy by design’ and ‘privacy by default’ principles,
public information measures and camera maps, as well as strict role- and access-management proce-
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dures in the operation of CCTV and access control systems, particularly at critical entities. Camera
networks optimized primarily for convenience but deployed sporadically or integrated poorly carry a
higher risk of function creep and loss of public trust; accordingly, real-time operation, lawful informa-
tion provision, and regular audits constitute prerequisites for both effectiveness and social acceptance.

The effectiveness of surveillance systems has also been confirmed by criminological research. Based
on a questionnaire survey conducted within a prison population, the deterrent effect of CCTV was
found to be comparable to the presence of uniformed police officers, particularly when cameras were
clearly visible, monitored in real time, and integrated with police patrol activity (n=172; 76% vs. 74%
‘maximum’ deterrent effect) (Vari et al., 2025).

In the same study, 82% of respondents indicated that cameras installed in public spaces would deter
criminal activity, while 81% believed that even a clearly visible CCTV warning sign has a preventive
effect. Overall, 83% attributed a crime-preventive impact to surveillance systems. At the same time,
a negative correlation was identified between time spent in detention and fear induced by cameras,
suggesting that the longer an individual had been incarcerated, the less they were influenced by the
mere presence of CCTV. This finding supports the need for targeted, risk-based interventions. Con-
sistent with international evidence, the magnitude of the effect is highly dependent on location and
type of crime: reductions are particularly notable in property crime, whereas sporadic and non-in-
tegrated deployment may lead to territorial displacement. The combination of real-time surveillance
and police presence yields the most substantial results (Vari et al., 2025).

Empirical research confirms the deterrent effect of surveillance systems when operated under condi-
tions relevant to ASG work. Hungarian criminological studies indicate that visible, real-time monitored
cameras can produce a deterrent effect comparable to that of uniformed police officers (Vari et al., 2025).

The integration of video analytics and behavioral analysis further enhances ASG capabilities, but
requires strict compliance with data protection principles, including purpose limitation, proportion-
ality, and data minimization (EDPB, 2020).

Cyber-physical convergence also shapes the technological environment of armed security guards.
The integration of physical security systems with IT and OT creates new vulnerabilities that must
be addressed through network segmentation, logging, and continuous monitoring (NIST, 2023; Hu-
mayed et al., 2017).

Due to cyber-physical convergence, the operational environment of armed security guards to an in-
creasing extent includes cybersecurity considerations. In ASG-protected facilities, physical security
systems such as CCTYV, access control, and intrusion detection are often integrated with information
technology (IT) and operational technology (OT) networks. This integration improves efficiency
and situational awareness, but simultaneously introduces new vulnerabilities that require risk-based
management approaches (IAEA, 2016; NIST, 2023).

International nuclear and critical infrastructure guidelines emphasize that IT/OT integration must be
accompanied by network segmentation, hardening, logging, and continuous monitoring in accordance
with the principle of defense in depth (IAEA, 2021; Humayed et al., 2017). For armed security guards,
this means that effective physical protection can no longer be separated from cybersecurity awareness,
as cyber incidents may directly compromise physical access controls and surveillance capabilities.

In high-risk sectors such as nuclear energy, international standards emphasize the principle of de-
fense in depth, which requires the coordinated operation of human, organizational, and technologi-
cal layers (IAEA, 2016; IAEA, 2021). Within this system, armed security guards represent the human
layer supported by technological force multipliers.
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CONCLUSIONS AND RECOMMENDATIONS

Beyond financing and operational challenges, the long-term development of the armed security guard
system is closely linked to the issue of institutionalized interest representation. At present, armed
security guards operate within a fragmented professional environment, where representation of inter-
ests, professional standards, and collective advocacy are limited and uneven.

International experience in the regulation of security professions shows that chamber-type organiza-
tions or statutory professional bodies can play a key role in balancing state oversight with professional
autonomy. Such bodies typically contribute to the development of ethical standards, qualification re-
quirements, and continuous professional education, while also serving as interlocutors between the
state, employers, and practitioners.

In the Hungarian context, the introduction of a chamber-type model for armed security guards could
enhance coherence within the sector. A centralized professional body could support the harmoniza-
tion of training curricula, facilitate the dissemination of best practices, and contribute to the consis-
tent interpretation of legal norms affecting ASG operations.

From the perspective of civilian control and accountability, institutionalized interest representation
may also strengthen transparency. A chamber-type organization operating under statutory regula-
tion could participate in complaint-handling mechanisms, professional audits, and disciplinary pro-
cedures, thereby reinforcing public trust in armed security guard activities.

Importantly, the establishment of such a body would not diminish state authority over the use of coer-
cive measures. On the contrary, clearly defined professional representation could complement police
and ministerial supervision by embedding compliance, training, and ethical considerations directly
within the professional community.

Accordingly, the exploration of a chamber-type or hybrid interest representation model represents
a potential avenue for future reform. By strengthening professional identity, supporting continuous
development, and facilitating structured dialogue with the state, such a model could contribute to the
sustainable evolution of the armed security guard system.

The financing of armed security guard operations represents one of the most sensitive and structurally
challenging issues of the Hungarian ASG system. Under the current regulatory framework, the state
defines the obligation to provide armed protection, while the financial burden of maintaining the
guard is largely transferred to the owners or operators of the protected facilities.

This model reflects the legislator’s intention to externalize the costs of protection to entities that di-
rectly benefit from enhanced security. However, in the case of facilities providing essential public
services—such as drinking water supply, energy distribution, healthcare institutions, and other critical
infrastructure—this approach raises questions of proportionality and state responsibility.

As highlighted in professional and academic discourse, the uninterrupted operation of critical ser-
vices is a core state interest, regardless of the formal ownership structure of the operating entity. Con-
sequently, the exclusive allocation of security costs to operators may place disproportionate financial
pressure on organizations whose primary function is the provision of public services rather than profit
generation (Szigeti, 2022).

In the context of drinking water supply, for example, security failures may have immediate and
far-reaching consequences for public health and social stability. From this perspective, the protection
of such facilities cannot be treated solely as a private operational matter, but must be understood as a
component of public service continuity and national resilience.
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International practice in the field of critical infrastructure protection to an increasing extent empha-
sizes shared responsibility models, where the state assumes a more active role in supporting the fi-
nancing of security measures at facilities of strategic importance. Such support may take the form of
direct subsidies, targeted grants, or co-financing schemes linked to compliance with enhanced securi-
ty and resilience requirements.

In the Hungarian ASG system, the introduction of similar mechanisms could contribute to a more
balanced distribution of responsibilities. State involvement in financing would not only alleviate the
economic burden on operators, but also strengthen regulatory oversight, as financial support could be
conditioned on compliance with professional, training, and transparency standards.

From a governance perspective, the question of financing is closely linked to the broader issue of
public accountability. If armed security guards perform tasks that directly serve public safety and the
protection of essential services, a purely market-based financing model may undermine long-term
sustainability and strategic planning.

Accordingly, the reconsideration of financing arrangements represents a key element of future reform.
A mixed model combining operator contributions with targeted state support could enhance the resil-
ience of critical infrastructure, improve the professional standing of armed security guards, and better
reflect the public interest nature of their tasks.

The Hungarian armed security guard system has undergone significant historical, legal, and tech-
nological development. Nevertheless, both the primary legislation and its implementing regulations
require modernization to meet contemporary security challenges.

Taken together, these developments point toward a broader paradigm shift in security governance.
Rather than focusing exclusively on static protection measures, contemporary ASG operations in-
creasingly emphasize organizational learning, measurability of effectiveness, and multi-level responsi-
bility systems. This shift aligns armed security guards with modern risk-based and resilience-oriented
approaches to critical infrastructure protection.

From a professional perspective, the reform of education and training systems, the clarification of
legal competencies, and the development of balanced financing solutions are essential. A coordinated,
risk-based approach combined with transparent civilian oversight can ensure the long-term effective-
ness of armed security guards in protecting critical infrastructure and public safety.
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